MEMORANDUM OF UNDERSTANDING BETWEEN
THE DEPARTMENT OF BNERGY,
THE DEPARTMENT.OF HOMELAND SECURITY,
THE US PACIFIC COMMAND,
AND
THE $TATE OF HAWAIL
FOR.

CRITICAL ENERGY INFRASTRUCTURE INTERDBPENDENCIES

This is'a Memorandum of Understanding (MOU) between the Départment of Energy (DOE),
represented by the Astistant Secretary for Blectiicity Delivery and Eriergy. Reliability through the
Office of Infrastraciure Security and Energy Restoration; the Depariment of Homeland Seourity
(DHS), mpmsented by the Undersecretary for the National Protection and Programs Directorate
{NPPDY;: the United States Pacific Command (USPACOM), represented by the Chief of Staff
through the: Logistics, Installations; end Secutity Cadperation Directorate; and the State of
Hawaii (SOH), reprasented by the Office of the Governor through both the Staie of Hewaif
Departmentof Defense (DOD) iind Departmént of Busgiiess, Eeonomic Development and
Tourism (PBEDY).. When referred lo’ cultcclwely, the DOE, DHS, USPACOM, and:the SOH

are referred fo as the “Paries”,

1. BACKGROUND:

1.1. Based on the 2015 Eiergy Sestor-Specific Plan (S5P), which is- alighed closely with the
National Infiastructure Proteciion Plan 2013: Parinering for Gritical Jnﬁ'as:'rucfm'e Seaurity
and Rexilience (NIPP 2613)and the joint palional priorities, the broad risk ip the entegy
environiment is described s follows:

1.1.1. Bleciricity Subsector Risks end Threats: Many organizaiions conduci a wide
variety of risk assessments of the Eleciricity Subsestor. Forexample, the North. Ametican
Electric Reliability Corporation- (NERC)-2ssesses risks i torms of the pulﬂnual mpacl to the
reliability of the bulk power system; while privite companies and wtilities examine risks and
threats as they relate to the operanonal and financial sccumy of each company. Based ona
review by sorhe of the largest 1.5, eleciric utiljties; as well as the analysis by NERC, & wide
varioty of issues were considered threats in the Rlectricity. Subsector Despite the differences in
what constitutes risk, the-Electneity | Subsector jdentified several issues a3 the key risks and
thiredfs fo its mﬁasﬁ'ucture and/or continuity of business in 2012 and 2053:

Cybor and physical security threats;

Nalural disgsters and extremne weather c.ondmons,

Workfarce capability (“agmg waorkfores™) and huttien efrors;

Equipment failure and aging infrastructure;

.Evolving environnental, economic, and. mhabi]ity regulatory requir cments, and
Changes in the technica] and operational environment, incliding chaniges in. fuel

supply.
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1.1.2. Oil and Naturel Gas Subscetor Risks and Threats: The Oil snd Naturad Ges
Subseetor, particwarly the-oil indusiry, faces a diverse risk landscape due to its worldwide
‘geographic piesence, the hazardons and cvoIan exploration, production, and operating
conditions; as well.as the variows domestic and in some cases forgign fegulatory jurisdictions.
under which it operates. Based oa a sirvey ofthe- 100 largest U.S. exploration and production
companies, the following wete identified as key risks the oi} and naniral gas indusiry faced
during 2012:-

o WNatural disasters and extreme weatlies conditions;

¢ Regulatory and legislative changes, .including environmental and health a5 well as
increased-cost of complisnee;
Voldlite oil aid ges prices and demands;
Opeyational hazards, ineluding blowouts, spills and persenal injury;
Disruption due 1o political inatability, eivil nnrest, or lerrorist activities;
Trensporiation infrastracture consfraiints impaoting the movement of energy

TESDUICES;

Inadequate or unavailable insurance coverape;
Aging-infrastructure and workforee; and
s Cyheiseouity rigks, inclnding insider thrr_:afs.
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1.2. The threat environiment i Hawaii is further infidcaced by several othier faclors;

1.2.1,Qahu s a smgularly siretegic location for tEtional security, partieularly it the Indo-
Aslia-Pngific region. USPACOM Headquarters, as well as all of it Service Comporent
Headquarters; are hioused oh the island 6f Qahu, 1n addition, the US military comprises
‘approxiniatély 15% of the-Oahy electncﬂy consitmer base,

1,2:2, The Hawatian: srchipelago is located 2,400 mi. (3,900'km.) southwest of the
contignons United States. Tt is the world's most rémote island chaln with a sizeable population,
estimated at 1,42 million in 2016 (1).8. Census Buredu -
hitpi//census hawsil gov/home/population-estim ate/). Honoluluis the mast retngte ‘ajor cxty of
population dver 500,000, the hearést city of equal or greater size being San Francisco, 2,400 mi.
distant,

1.2.3. Bdch of Haviait's major islands is setviced by single electnc uiility companies znd
transuiission and distribution systems.- Hawaii lacks indigenous fossil fueis, dependmg on
.:mpnrts of petroleinm and gas spplies formost ofits energy needs, operates on & ‘just-in-time™
inventory management system, and faces lengihy resupply times for its waterborne imporis ~ to
includc petrolenm. The energy infistruchire does not:passess the same Iovel of resiliency and
redundancy available in the overlapping;, intercinnéeied, and multimedal transportation systems,
present in the contiguous Utiited States. Additionally, the'state’s ofl #ud gas supply chain s a
Hub-and-spoke model, with Oalw heing the:singilar entryway for thoss products throughion! the
island ¢hain,

1.3, Apphicability of specific legistated provisions f'br_prc;pﬂratidﬁs and 7esponss provide a
‘potential frafnework, but preclude applicability in the Hawsiian Ilands.




1.3.1. The. lemg Arerics’s Burface Transportation (FAST) Act (Pub. L. No. ]14-94)
was signed inta law December4, 2015. The AcL, as well as the (related) Pederal Power Act and
Energy Policy Act of 2005 21] contain key provisions that exclude Hawaii (ami Alaska), The:
basic jssue js that theselaws regulate electric utility companies. engaged ir inlerstale commerce;”
which by its framework excindes Hawaii and Aldska.

132, DOE*s role’in energy seotor sedurity. is established by statutory and executive
authority. DOEis the Sector Specific Agency (SSA) for the Energy Sector under Presidenital
Policy Directive 21 (PPD-21). In 2015, through the FAST Act, Congress designated DOE as the
lead 8SA forcybersecurity for the energy secior, The FAST Act also gave the Secretary of
Energy new authority, upon. declaration of a Grid Security Bmergency by the President; to issue
emergency ordets to protect or restore eritical etectris infrastructure of defense-criticat electiio
infrastruchire componenls of the bulk power sysiem, This suthority allaws DOE 1a support
energy:sector preparations for and responses to cyber, elwlromagnehc pulse (EMP), and
physical attack threats as well as o peomapnetic dishubance {GMD).

1,3.3. Given its physical disessociation with the contiguous United States and its bulk-
power sysiem, cetiain relevant legislation provisions (stich 4 those highlighted ahove) exclude
the state from avadmg itself of broader, persisterit suppost enjoyed by the conliguons states

2. AUTHORITIES:

'2.1. DOE enters intg this MOU under the authority of seetion 646 of the Department of
Energy-Orpenization Act (Pub. T, 95.01, as-amended; 42 1.8.C. § 7256)..

2.2; DHS enters‘inte this agreetient under (lie anthorily of sections 102 and 201of the,
Homeéland Securily Act (Pub. L. 107296, asamended; codified at 6 US.C. §§.112, 121), as well

as DHS Delegation 17001,

2.3, USPACOM enters inta this MOU under the authority of DOD Tnstruction 4000.19
“Support Agrésments” April 25, 2013,

3.4, BOH enters into this MOU under the. authority of Chaplers 196, t28A, 1288, and 127A
Hawaii Revised Statutes. {Energy Resourcés, Homeland: Secuority, Cybarssc.unty, and Bmcrgency
Manapemient, respectively).

3. UNDERSTANDING OF THE PARTIES: This-agrecment is 8 Memoranidum of
Undersinndmg {MOU) hietween:

.3.1. ¥or the Department of Energy {DOE) -

3.1.1. As the Encrpy Sestor S5A, DOE is the lead Federat agency sesponsible for
industry-engagements and partnerships o chance the security and resilience of criticel energy
infrastructyre, development and deplaymerl of advanaed onergy technologies, mxtigahun of rigks.
resulting from cyber and other threats wlthm the energy epvirotmest, and expansion of
situational swareness, impact lesting ebd mitigation deployment.




3.1.2. Througl its Office of Electricity Delivery and Encrgy Reliability, ihe Dispdrioient
serves as the lead Federal Government agéncy and coordibates with ing ustry oo collective cfforts.
1o modeimize the electric. grid and ' enhance the security and resiliency of encrgy infrastructure,
Fhis-office lendsthe Depaﬂment's efforts to-ensure a resilient, reliable, and flexible glectricity
system and accomplishes this mizsion Ihrough research and developritent, partnerships;
facilitation, miodeling and analylics, exercises, and energy preparedness, snd cmergency

_response, Wlthmthls office, the Infrastructute Security & Energy Resloration (ISER) Divisien
leads efforts tb scoute the U.S. snergy mfrasuucture against all hezards, reduce the impact of
chsnxptxve events, and mspond to-and facilitate recovery Som: ENeEgy. dtsruphons, in
collaboration with other U.S. Fedeml Govemnment agencies, State and Local povernments-and
teade pssaciations, and industry. The Cybersecusily snd Emerging Threats Research and
Beva!opment (CET ‘R&D) Division leverages strong: parierships with the private sector lo
strengthen today’s eyber systems and risk manpgement capabilities, and develops innovative
solitions for tomorrow's inkerently seowre and resilient systems. -

3.1.3.-DOR is responsible for coordinating with infrastructure owners and operators o
strengthen the resilience of critical enerpy infrastructure, sorvesas the day-m~day Federal
interfage for the prioritizetion and coordination of seclor-specific activities, carries out incident-
mangpemernt responstbﬂmcs consistont w:th stetutory-authority snd appropriale puhmas, and
‘provides technical assistance 1o the sector 1o identify valnerabilities and help mitigate incidents.
DOE also works ¢losely with the sestor to niodel potential jmpnets, enhance situations
awartness, and coordinate recovery activitiss. In addition;, through its National. -Laboratories,
DOE has developed world-glass enpabilities and resources for eveluating the scope and impact of
‘cyber evefils on the Epergy Séctor,

.3.].4. DGE and the soctor parinezs coordinate with other Federal agencles that have
enerpy-related response and: security msponablhtm and prografis, DDE will continue to
sitpport effective:practices and pariner, where. pmcimal with these agencies in xmplcmcnmxg
sedurity and resifience programs. Pavinering with DHS, USPACOM, and SOH provides DOE
the opportumty to.dccelerate (he deployment of its expertise toward the critical sconomiv and
encrgy seourity rieeds of. the United States and te promote selentific and technological
innovatior.

3,2. For the Departinent of Homeland. Security (DHS) ~

32,1 The DHS National Prograrss and Protection Directorate leads the national effort to
strengthen the security ond resitience of the nation’s physical and cyber mﬁ'asuuumre.

3.2.2 'NPPD's vision is a safé, secure, and resilient infrugtrasiuse whert the American
way of life.can thrive.

3.2.3, Qur'Natisn's well-being relies upon secuse end resilient ciftical infrastructure — the
assets, sysiems, and pelwirks that underpin American socisty. The National Infeastiucture
“Protection Plan (NIPP) — NIPP 20]3: Parmenng Jor Critical Irgﬁ-aslrucﬁue Security anid
Resifierice -~ oulines how government and private sector pasticipants in the crittcal infiastruciuie
community wark together 16 manage risks and achieve sacunly and Tesilience-outéommies. |




3%4. Tn support ofits primary mission, the NPPD established the following
orgenizational poals in the NIPP 2013:

a, Assess and analyze threats to, vulnerabilitics of, and consequenees to critical
infrastructure to informrisk management sclivities;

b, Secre eritical infrastructure against fuman, physical, and cyber threats through
sustaiiable.efforts to reduce risk, While atcounting for the costs and benefits of
sectirity investments;

c: Enphance critical infrastucnire resilierice by minimizing the adverse consequences. of
incideds through sdvarice planaing and mitigation efforts, as well‘as effective
responses fo saye lives aud ensure the mpid recovery of easential services;

d. Shure actmnable and rc]evant information across the ¢ritical infrastructure. cofimumty
to build awsareness and enable risk-infoimed decision muking; asd

-¢. Promote learning and adaptation dusing and after ekeréises and inciderits.

3.2.5. Pasinering with DOE, USFACOM, and SOH provides DHS/NPPD an srganizing
construct for effectively and effici ently execuling elforis against thiese. organizational-gosls:

3,3. ForU.8. Pacific Command (USPACOM) -

'3.3.1. Distance anid au.stcnty provide ihie Jogisticians and planners at USPACOM with
unique limiling Fclors that require approaching challenges differently: A Combatant
Coiumander needs to be.able o ereate effects fronyany single domain to 1argets in vvery domain.
The challenge, then, is to chenge the way thiey think aboui logisties befors the. fight, incrensing,
their agility and enabling them to-become more vesponsive and {lexible as they fight.

3.3.2; The 2017 USPACOM Supporiing Strategy for Energy Secarity dofines ihe
Comumand’s approach to the eneygzy environment in the do-Asis-Pacific and aims &t mitigating
energy related risks through four intertocking concepts: operationsl. reach, tutegration,

interoperability, and remhency These congepls. assist with shapingthe role that USPACOM will
play with Aliies and Pariners in {he region. Alﬁzcugh technulugy and-logistics have conie e long
way, USPACOM still faces.the parszstenl challenge of powermg energy-demanding weapon.
Systems aecoss: the expanse of the regian in {he midst of a variety of operationaf-environments.
This sirategy focuses on idenlifying requirements that will énable warfighter capabilitics,
‘increase mission effectiveness, and reduce risk.

3.3.3. Energy security is mare than just fossif fucly. Energy is-a fundamental endbler of
military capability and can come in a number of forma 16 includé renevvable tTergy, energy
slorags, efficiencies; and stable infrastructure,. The abi lity of USPACOM to project gnd sustain
the power necessary for defense. depends on assured acoess 1o {his energy, Tiust be avaflablear
hnme and gbroad, over. great distances, through adverse conditjoris; and aeross air; land, and sea,
often apainst determined adversaries.

3.3.4. The 2017 USPACOM Supporting’ Slmtegy for. Energy Seourity acknowledges the
need fo reduce energy risks and ensure energy witl never be aa opemtmnal constraint,
Additionally, this suppumng Elrategy captures how. USPACOM tospands to pofential energy
distuptions ‘while continuing to-fulffl} its responsibilities. Ultizhately, USPACOM will use this




supporling: strane.gy 10 manege opsraficagl energy and bdlster energy secunty msultmg in‘a tmore
capable warfi ghﬂng foree,.

335 Hawniiiza strategie. U.S. asset for-the fulfiliment of the USPACOM mission. The
significance of U.S. pitesence in the Indo-Asia-Pacific begins with the Hawaii home of not just
forees, but the Headquatters of the US Pacific Command, as.wall 85 thosz of all of its Scrvice
Components. Beyond its otlier mission sets; the. Comimand is respongible for Defense Sugpott 1o
Civil Authorities, whieh is fill illed coneurrent with alt of its othet rosponsibilities. The
environmentaf canstraints that the State of Hawali operates under ave egqually USPACOM's and
tha {rapetative to ideritify risks and anact mitigation will only be effective when dcted on in
ubity.

3.3.6. Intha 2017 USPACOM Sup_portmg Strategy for Encrgy Secutity the-Command
provides'for pversight and planning through the Joint Energy Secisity Working ‘Group
(JESW), chaired on behalf of the Chief of Staff through the Logistics, Engineering, and
Seciitity Cooperation Directarate (J4), The JESWG iricorporates energy security.into plans,
pahcy arid opemt:ons' jdentify energy nisks-and m:trgatm@:s, fo support current operations
with energy security improvemientsy wad fo.¢stablish, improve, and.update energy security
reporting requivements,

34, Tor the State of Hawali -

3:4.1. Asnoted above, Hawaii's critical infrastmcturs, including encrgy, has multiple
well known vulperabilifies to. both nafural and kumnan risks. These direct. threats and risks to
infrastiucture systems renge from'the well-defined, discrete risks associated with routine and
predictable. distuptions, to Righ: lmpact low ﬂ'equency risks such g6 catastrophic events, In
addition, however, Uie State fecognizes that ifs energy sssurance'is incrersingly dapendent on

-supposting and interdependent infrastructures:such as transportation, sémmunication, and water.
and fuel supply thdl supporlenergy'and nalfonsl sectirity. Thise interdependent eritical
infrastructing systepis.can also be-challenged by complex and less well known risks associated.
with mullip!e, intergoling threats, and/or indivect offedts.

3.4.2, State poticymakers and leaderah:lp are concerned sbout the impact these disruplions
could have on the cconomy, public herith end safety, and the environment.. More thao 80
parcent of the energy infrastructure is owned-and managed by the private seclor, so 1denufymg
eritical risk assessment and mitigation appronshes and protecting the energy system will requirs
2 caordinutcd effort between federal, state and locsl officiels.as well as private entities.

3.4,3, Coordinated planning under the Hawan Slale P]annmg Act (Chapler 226, Hawaii
Revised Statutes) for the State's fucility systems is dircoted towards achievement of tha objective
of waler, iranspottafion, waste disposal, and enargy and telecommunication. systemy that support
statewide social, €conomic, and physical objectives. Hawaii staté policies also’ p]ayﬁ critical
role’in encrgy security hy.establishing objeotivesto ensnpe thit gnergy imfrastricture is resilient
and cfficials can guickly respond o shortapes, disruptions.and emergencies.

3.4.4. The State of Hawali’s DOD and DBEDT are the lead State agencies responsible for
Ensuring coordination and cooperation among.- g}l orpanizations for homeland sacumy and




establishing and coordinating programs fo preserve and protect the State's.energy sceurity,
respectively.

3.4.5. DBEDT"s Hawuii State. Energy Office (HSEQ) under Chapter 196, HRS, serves as
«congultant {o'the Governor, public agencies, and privatg indusiry on cnergy-relazed matiers and {s
taslied to develop and maintain a comprehensive and systematic. quantitative and-qualilative
capacity to anslyze the status of enérgy rcsources, systems. and markets, bothin-state and those
tn-which Hawaii is direclly lied, paﬁrsulari y in relation to the State's ccanomy,-4nd to
recommend, develop proposals fof, ard! assess the éffectiveness of policy and regulaiory
denisions, and conduct energy emcrgency ;;ianmng.

3.4.6. The ISEQ, as the pri ifnary:and cuerdmatmg BEEaLy mpuns:bie tor execitting the
state-level Emergency Support Function §12 Energy {ESFH12) mission is tasked with maintaioing
gituational dvoreneys and rcpurtmg on assessments and restoration of energy systemis and
resoutrees. This mission.is:dun alignmcnt with na&anal and stife strategic.and critical infrastructure
planning frameworks-and plans. In this capac:&y, the BSEO is responsible for cnordmanng with

- federel, siate, and county: goverments, and private sector coinpaniés With disruption preparation,
response, and mitfgation in support of the Govcmar

.4 -7, Engaging with anengy aid znterdepandsnt lifelme pnﬂncrs DBED‘I‘ sccks 1o

potem ial fo: negmvaly impact the energy secior. DBEDT collects energy data, analyies
infortation; and conducts projects relatéd to Huwaii-energy infrastricture fissetsand systems to
include risk analyses, supply dismption impacts and shoriape response measyres. The
depertement also suives to enhance.situstional avarensss ofthe state’s energy infrastrueture by
developing the weclnical capabilities required o monitor-and respond to potential distrbances in

regl-time,

3.4,8; DBEDT shares a mutual visjon for research collaboratién {o promote encrgy
securily, energy resiliency, and energy assutanse, DBEDT has deterrnmed that it is in Its interest
1o develop a warking relationship with USPACOM, DOE, DHS, and DOD to establish a
framewark for discussion, information sharing, and cooperation oa the project ebjecfives. In
udchuon DBEDT hns determmcd thit the seope of this project is very relevant tothe ralcs ane

ana!ysts, rcsuhs, and oulcumes of the prqlcctcould asmst DBEDT in fulfilling :is st.atulury duties
and responsibilities under Chapteérs 4861, 125€, 196, and 201, Hawaji Revised Statutes (FRS).

3.4:9. The Hawsil Emergenoy Management Ageacy (HI-EMA) is & division-under the
Hawaii Department of Defense that wes established by Ghap!er 127A-3 (a} HRS. This.agency
was previously known as State Civil Defense. The agency is charged with meintaining a
cumprehenswe, coordinafed, and cooperahyc «.mergency managoment program. to prepare for,
tespond fo, mitigate, -gnd recover fivin cmesgencies and disasters that thresten of irdpact the State.
of Hawaii.. Energy assurance gid-the pmlecnon and resitienes of energy: infiastructure are
critical componeuts of HI-EMA% mission, HI-EMA utilizes the exmergency suppiort | fugction
(ESF) system 10 oIganize its emergency menagement program, The primary and cuordmatmg
siate ngency regpansible for implementing ESF 12 - Euergy is HSEO, as noted in paragraph
3.4.6, Ttisthrough ESF-12 that H-EMA coordinntes with'the public/piivite encrgy. entities for




snery. assurance and resilience. HI-EMA also participates in the USPACOM-supported
Defense: Support 16-Civil Authorities {DSCA) Executive Steering ‘Board (ESB) that coordinates
civilian and military Iaining, exefcises, and support.during actual cmerpency and disaster
svenls,

3.4.10. Partuesing with DOE, DHS, and USPACOM provides the SOH the opporiuuity to
-advance its close work with-govermment agencies end private seclor companies on energy’
assarance and critical energy infrastructure profection plenning issues; to collaborale o
development of tools to fnform and educate officials 40 support energy emergency response
activilies; and to enhance its aptivities through various forums, fraining events, planning
initiatives, and digaster-cxexcises for energy, emergency managemen, and homeland security
-officials-to exchange and share information.

4. PURPOSE: The purpose of this Memorandum 6f Understanding (MOU) is o identify 2
framework for;eonpemlidu and. paringrship between the Paifies to strengthen coordination of
efforts to enhance national find stalesecurity. This MOU eovets, but is iot limiled to, electricity;
oit-and natural gas infrastructire security fo iticlude vulnefability analysis and assistancs with
develpping risk mitigation strategies. Specific activities covered under this MOU include, but
are not limited to::

4,1, BASELINE; Compilation, sggregation, and cstablishing-an operational and sirategic
appreciation of svailable risk and mitigation body of analylical work; identification of gaps
and/or overlaps in- tie kabwn bcdy of smalytical work, and consiructing and execufing a holistic,
colleciive approach {o cfdse gaps in analysis with- complementary analytical and parfriering
efforis. This:Wwould include information bn future plans for changes to the present system(s) and
mformanun on the refiabilify and resiliency of energy system requtrements

4.2, CONSORTIUM, Develaping a consorliurg approzch to stakehalder engagierent,
comuitunity outrésch, and resiliency engagemnent to promote unity of effort and networked
‘resilienue, The consorlium apiiroach-will foster inhovative pertnerships to addrcss chintlenges by
‘enabling an Energy Resilierice Hub, through knowledge devciopment k.nowledge sharing, and-
raining and-education, The consortivin will promote g coopetative energy. resitience framework
-among stekeholdérs and ihnovative fearning and leaderd evelopment, building: resilient and
adaptive leaders and organizations.

4.3. COMMUNICATION. Establishing enduring, supportive, collaborative informatios
sharing meehanisms; consistent with the applicable information shating and prolection Jaws,
policies and pmcedm'a.' These mechanisms will facilitate date sharing and collaborative
analysis while safeguarding the data pools necedsary to support: risk asgessmient and mitigation
approaches. These mechaniams may also itichude provisions for sharing Critical Electiic/Euergy
Tnfrastructure Information, pursuant to- 18 C:F.R. §§ 388,112 and 388.113

4.4, OUTCOMES.

4:4.1. 1dentify comprehensive, integrated ctitical rigk assessment and mitigation
.approaches;




4.4, Leverage Parties” current autharitigs and efforis underway to address mmitual

priorities.. A

4.4.3. Tnstitutionalize s framework cstabhshed through this MOU for persistent futiite
collaborations.

4,3.4, Bstablish infegrated plaming, training and exercise-evenits to:feed 0 continious
improvenent process.

5. IMPLBMENTATION:

5.). EXECUTIVE COMMITTEE: The Parties of this MOU intend to develop and condnct
cooperative activities rélating {o identified high pnoniy strategic and- operaimnal energy needs,
where such.cooperation contribiutes to the-cfficiency, productivity, and pverall success of the.
activity. The Parties interid for (e activifies executed under the MOU 1o be established by &
senior-level Execotive Commiites. This Executwe Committee wil] be co-chaited by desipnees:
of tach of the Farties” seniorrepresentatives. identified in the General Pravisions section higrein.
The Bxecutive Cammittee will be responsible for the operations end governance ofthis MOU,

5.1, I. Other members from.any of the Agencies that.may be involved in the iasues or
{unclions 6f this MOU may be added. U pon enactment.of this MOU, the Executive-Commiltee
‘will appoint a team to develop, within 90 days, & charter and operating striciure, membcrshlp,
products, and decision processes.

5.1.2.. The charter will idenfify the necessary activities: contemplated bry this MOU, will
estoblish required working groups or athier organizational bodiesto stpport those activitiss, will
establish an appropriate repular meeting schedulé, dnd will establidh the administiative protocols
of-the comumitiee, Any wotking proups established by the chariér will be it compliance with all
applicable Jaws, regulations and policies, ineluding the Federal Advisory Committee Act

(FACA).

5.1,3. The Co-Chairs will be responsible for any reporiing o the appropriate Agency
leadership and will onthnc nccamphs!mmrﬁs issnes, redirections, end change assesaments. The
reporting will be coordinated by the Co-Chairs'as appropriate. “The Co-Chairs,will be
responsible for-any reporis or prescntations thal arerequested by other orgamzahons subiject to
the necassary review ofeach Pariy.

5.2, LEVERAGING OPPORTUNITIES: Below is a brief sample:of existing mechanisms
fhat in whole or in part may hold pntemiai to leverage towards the zetivitiés above-listed wider

MOU Pusposz,

521, DOE: In June 2010, the DOE aud DOD entéred frito 2 Memorandim: of
Understanﬂmg Conceming Coopemnma ina Strategm Partnefshipto Bnhance Encrgy Sceurity.
The MOU covers, but is not limited 1o, efforts in the areas of encrgy efficiency; renewable
energy, water efficiency, fossil fuels, alternative fuels, efficient transporiaiion technolognes and
fueling infrasiructure, grid security, smart geid, Slorage, waste-lo-energy, basic science research,




meblle!deployab!r.-. power, small modular niteledr eneigy, and related arens, While framied
around the’ dch!opment and deployment of advanced energy techndlogies, jts provisions could
well apply to efforis covered by this quadiilateral Critical Encrgy fnfrastructure
Interdependendies MOU aimed at cultivating an ecosystem of resilience: & network oFproducers,
distrdbutors, regulators, vendors, and public. pariers, acting together to strengthen our ability to
‘prepare, respond, and recover.

5.2.2. DHS: DHS/NPPD will use iis best effoits to provide historical cantéii for and
current activities of NPPD as it relates to the encrgy sector in Hawaii; share assessment reporis
and date, as approprigte and shareable under trformation sharing anthorities; provide
understandmg of requiterrients processcs for analytma! training, exercise and oher program:
support capabﬂmes from NPPD; prnvida access (o infrastricture: pratection and resilience
technology fools as appropriate and allowahle; share Jocal and. regional partnerships and where
&ppropriate, Yiaison to.those partnerships for the purposes of information sharing related to-the-
autcomes of this MOY's wark plao.

523. USPACOM:

s, USPACOM lminched the “Unified Caiise — Enhancing Contextual Awareness
(ECA) for Cyher Threat Intelligence and Energy Resilicnce” éffort (o suppott the cantinusous
‘pursuit for improving capabilities {o prediat, identify, prevent; ond ultimntely régpond-to thrents
and vulnerabilities (natival and/or inan-made) 16 energy- infiastructure systems thiongh the use of
big data analylics. The objective of thisproject is o.démonstrate 8 comprehensive rototype
solutzon that wtilizes continuois straammg big data {n electrical grid operations and i emergent
type of syslemic cyber threat awarertess for smart grsd gystems ~both-concepls. being eriticsl fo
building tesilicace across the erifirety of the coergy inftastructure system, The engugement
framework currently being deveioped under Unified Cause is.afmed al prometing foture-
stakeholder collaboration and tecbnology/mfonnatzen sharing to bulld critical/sirategic
infrastructure resilience — and shows early. promise for being an operationsl element of the
overarching Ctitibal Energy Infrastructure Tnterdependencies MOU activities.

¢ USPACOM, in partnership with Resurgo, LLC. (a Huouolulu-based Department of

Defense.(DOD) coniractor fanuhar with the Command’s Campaign of Cyber Experimentation),
it [awatiar Electric Company, and the Naval Facilities Engineering Command (NAVFAC)
(transifion pastner. and co-funder), launched Critical Energy Infrastracture. Deféise-o-Dapih
under- the DOD Bovironmental Scourity Technology Certification Progiau (ESTCP). The iitent
of the effort isto suceessfully demonstrate an [ntrusion Tolerant Cyber-Secure Defense-in-Bepth
of an elécirical power plant against attacks reptesentative of Tier V/Nation-Siate actors: 1t is
aimed al extiibitiog to the DOD and commescial: EDESEY providers a-capibility fo mitigate and
recover quickly from online-and insidér ¢yber activities:directed against Supervisory Control and
Data Acqutsmon (8CADA) infrastruciure. The infrusion telerant foeus of the demonsiration will

“show how new, technologles ‘employed in a. delense-in-depth conﬁgumuan enabls 2 wiility grid

-8§CADA syslem fo “fight ﬁu‘ongh" ag attack without disruption of services, The éffost holds
potenhal in-the eyber security risk arena,: o provide a mitigation approsch to a parficilasly
coneerning thresl-based risk.-

T




5.2.4,.SOH:

o In June 2016, the State of Hawaii and the Deparimeni of the Navy-(Assistant
Seertary of the Navy, Energy, Installations, and E.mnronment} entered into a Memorandum of:
Understanding agrecing fo work on encrgy-related issnes of mutual benefit to.coordinate goals
and fo build partnerships whenever possible bused on their simifar goals retating to-the reduction
of greephouse pases, fossil firel use reduction, encrgy effi mency, water copsuimption, use of
renewable energy, and alternative fueled vehicles usage. Initiel working groups established
untler this MO inelnde Aliemiative Fuels Ground Transpoktaticn, Renewable Ehergy, and ile
most diveetly relatable — ResxilencefRehabilll}' Thic fast {5 focused on the integration of
renewzblés into the grid-and increasing prid resiliency to include testing mmd validation of

technofogy.

¢ The Department-of the Navy/Naval Facilitics Engineering Command (NA VFAC)
is wurk'.ng on an Infrastructure Modertiization and Renewable Integration Project witl the
Univesity of Hawail.— Hiiwaii Natural Encrgy Insiitite and the Applied Resesrch Laboratory at
the University of Hawaii (ARL). Project objectives include decreasing energy costs, stabilizing
future coergy costs, reducing snergy demand from poa-renewabls resources, end meeting
Congressional and Department of Defénse requirements, coup]ed with meeling long-tarm guals
for renewable energy use st by the Department of the Navy. Most géimanc for this MOU, the
effort includes establishment-of an information baseling of, amongst other information, the
dlecirical infrastruciure and dperaliony of the local distribution grid,

6. PERSONNEL: EachParty is sesponsible for-all costs of its. personnel including pay and
Dénefits, support, and travel. Each Party.is responsible for supervision and rijanagemént of its
personnel.

7. (GENERAL PROVISIONS' Wortk uinder this MOU will be collectively planned and
monitored by the Parties. This MOU i is stnctly for intemal managerneni puiposes for esch of the
Parties, It is not legally enforceable: and shall not be construed to create dny fegal obligation o
the part of any Party. This MOU: shail.not ke construed 1o provide & jrivate nght or cause of
action for or by any person ar entity.

7.1. POmNTS OF CONTACT: The following points of eontact will be used by the Parties to
cammunicate in the implementation of this MOU. Each Party may change its poist of contact
upan reasonahle notice to the pther Parlies:

7.1.1. Fot the Depariment.of Energy ‘Represented by the Undersecretary, Science and
-Energy through the Office of Electricily Delivery and Enerpy Reliability

7.1.2. For the Department of Homeland Security - Represented bry the National
Protectiotrand Programs Directorate through the Under Secretary

7.1.3. Far US Pacific Commsind - Represented by the Cliief of Staff through the
LDngilOS, qumeenng, and Seeurity Coopetition Direciorate: (14)




7.1.4. Forthe: Staleﬂbf.Hawéii - Represented by the Goveinor iﬁ.‘rg.ugh the Deépariment of
Business, Bconomic Divelopment, and Tourism (DBEDT), and{be Hawaii State Department of
Defense:

7.2. CORRESPONDENCE: All correspondence to be sent and naticss 10 be given pursuant
1o this MOU will be addressed-as fallows;

]

7.2.1. For the Department of Energy -

Patricia A, Hoffitan

- Assistant Secretary for Electricity Delivery énd Encrgy Reliability.
Office-of Infiastenciury Securily-and Energy Reliabifity

Us Depm'iment of Bnergy

Washington, DC 20585

Patricia, Haffman{@doe.gov

7.2,2. For the Department of Homeland Security -

Chiristy Riccardi

Regional Director, I

Office of Infrastructure Protgction

‘Mational Protection and Programs Ditectorate
‘Départmet of Homeland Seerivity

145 Menlo Park, CA
Christine.Riceardi(@hq.dhs.gov

*7.2.3. Eor 1J8 Pacific Commiand--

Brigadier Rary Copinger-Symes

Logistios, Ingtellations, and Security Cooperation Directorate
Cheirman, oinl Energy Security Working Group

1.8, Pacific Comumand

Camp .M. Smith, HI 96861
copinger-symesuk@pacom.iil

7.2:4. For the Slate of Hawaii ~

Director; Depariment of Business, Economic Development aud Tourism
P.Q. Box 2359

Honolulu, Hawati 96804

No. 1 Capital District Building

25(r 8. Hotel Streat

Hansluly, Hawaii 96813

Luis.P.Salaveria@hawaii.gov

‘the Adjutant General




M0 L.agan, Director-of Binergency Managenien! Agency aiv: Goverhor's Homelang
Security Advisor

Steite of Hawaii Departiient of Defense

3949 Dinmdnd Head Road

‘Honohylu, HI 96816

Arthur ].Logan.mil@irizi].mil

7.3, FUNDS AND MANPOWER: This MOU neither documients nor provides for the
exchange of funds or menpower between the Parlies nor does.it make any commitment of funds
of resources; Each Party intends to:coordinate its individual fundmg and resouree decisions to
maximize the benefits.of cooperation under this MOU. Any transfer of lunds-or sharisg of
resources belween the Parties.wikl be pursuani to 4 separats or pre-existing agreement.

7:4. MODIFICATION OF MOU: This MOU may only be modified by the-writlen
-agreément of the Parlies, duly signed hy their uuthonzed representahws This MOU wilt be
teviewed annually on or ground-the anniversary ofits cfi‘cchva date, and 1neumaﬂy inits
entirety.

7.5. DISPUTES: Any dispules relating to this MOU will, subjest 10 any applicable lav,
‘Execulive ordery directive; or instrustion, be resolved by consultation between the Parties or in
arcordance with Dol 4000.19,

7.6. TERMINATION OF UNDERSTANDING: This MOU will terminate upan amutual
agreement.of the Farlies:that the outcomes ontlined in section 4 have been achieved, or hy any
Pasly providing ainety days written notice, to the others. The: MOU may be éxtended by written
agreemornt of z]).partics.

7.7. TRANSFERABILITY: This MOU is rict ransferable excepl with. the written consent of
the Panies.

7.8. ENTIRE UNDERSTANDING: [t is oprssly widerstood and agreed that this MOU
einbodies the entire wnderstanding betseen the Parties regarding the MOUs-subject macter.

7.9, BRFECTIVE DDATE: This MOU takes effect beginning on the day aftéi the Iast Party
Eigas.




APPROVED:

FOR THE DEPARTMENT OF
ENERGY -

Pa#nma A* Hoﬁ'inan R

Principal Depity Assistant Secretary and
Actifig. Assistanit Secietary-

Office of Electricity Delwery & Energy
Reliability

/a/a/ /7

Date ¥

F% ?&?MMAND .

Kevin B. Schoeider
Ma;or General
Chicfof Staff

‘ 1 FEA 1818
Date )

Department of Businéss, Economic
Development, end Tovrism

NOV 1 4 2017

Daté

FOR THE DEPARTMENT OF
HOMELAND SECURITY -

cAEYp L —

Chxistopher Krebs:
Sesiior Officiat Performing the
Duties of Under Secre!ary
National Protection and Programs Directorate

{#{ 34! [

Date

=i
Arthur ], Logan
Major Geseral
Director of Emergency. Manogement Agency and
Governor’s Homeland Security Advisor

Nov 23,2017

Date






