
MEMoRANPtJNfOF UNDERSTANDING BltrWEEN 
THE DE.P.AR11vIENT QF ENERGY; 

THE- DEPARTMEN!.OF.UOMELAND SECURITY, 
THE USP A.ClftJd COMMAND· . .. ~ 

AND 
THE S'fATEOF HAWAU FOR. . .. 

CRJTICAL ENERGY INFRASTRUCTURE INTERDEPRNDENCIES 

This is a. M~tn()ran4u,m ~flJnt;l~rsl.anding {MOU}between th~ D1;partment of Energy. (D0B)1 
repref!1.mteµ by the Assistan1 Seoretmy for Bkctrlcity Delivery.and Energy.RcliabiUty through. the 
Office of lnfrastro.cture.Secudiy and En~rzy Restoration; tµe Deparnnent ofHomeJand··s~urify 
(PHS)t rep~ented .. by th~ Undetsecretaryforthe ,Nafional Ptoteotion and P.rograiti:;J)frecton\t~ 
:(NP.l>P);, ih'c Uni.tel:f Stafes Pacific Command (USP ACOM). tepreseutt:4 by the Chfof of Sf!l.ff 
throug~ tbe:Logislics, Ins1a.Untions; and Security Cooperation. Direcforatepmd the· Statc·of 
Hawail (SOH)~,reptes'ented by the .Office of~ Governor :t~ougb both the State ofHawrili 
Department-of Defense (DOD) and.D~m~ntofBu~nessl ~miebev~loprnent: ~t\d 
Totirism (DBEDT},. When referred 10· coUectivcly; tbe DOE .. PHS, -USP.ACOM; and: the.·SOH 
a.re referred to as. tl1e UPartiesn. 

t,.BAC.KQROUND: 

. l .. i. Bl)s-eii on the 2015 .Ene1<gy Seytor..Specific.Plan {SSP). wflfcli is ,digtted clos1::ly w!th the. 
Natior1a1 lnfrasn·ucrw'e .Proteclinn Plan 2013/ Parttzer.tng]o,· (lrfticcrl Jnfrilstructwre ~ecmrlty 
(lndRe~ilfence (NIPP 2013-J artd the jl)irit national priorities, the broad ri.sk in the.en~ 
enviro.runent is described as follows: 

t. t. L 1::l~\rlciey Suh$~or ru~!i and Threats: .Many·organizaui:,ns conduct a w.ide 
variety of risk aslle$.S'm~n!s oft~ Elecuicity Subseotor. For example; the.North Am~tfoan 
~lectric R~fiahility Corporation·{NERC).as:sesses rlsks'iu .terms of the pole,:ijfal impact to .the 
Ieliability of th.e. hulk power system; while private ~mpw:iies ana utilities.ei.amme ifsks and 
!hreats·as lhey relate to the.operational.and financial security.ofeach CQ.ntpany. Based' on a 
~view b:tsome ofthelru:gestU.S. electric util~ties~.as well as the analysis \,y NER:p, a w,de 
variety otissues were conside1'edthreats in tite)3lectricicy,Subseator. D~pite the d(ifereru:es in 
wh11t ci;institutes risk, tl.i'e· ijJQctricity S.nbsector Jd~ntifi~d sever&l.issues a~ .the key.risks amf' 
thr~fs to' it~ infrasf,roct\Jte ru1df9r continuity of busi11~ss .in 20 [2 a[ld 2013: 

!\) C!yber attd physical security tbr~a~~; 
a No,turai di3111?.(~rs and extreme weather ebnditions; 
" Workforce capability ("aging world'oroo") ijnd hmnan ~ors: 
o Equipment failure and aging inf ra·str.ucture; · · · 
• Bvq!ving cnv.Uonmental, economic, and reljabiHty regufatocy .requi.t·e.ments; and 
er Changes in the technical and operational ~avitonment;..incltidin.g changes in.fuel 

supply, ·· · 
,. 



U .. 2. OiJ and Natw'8I Gas Subscctot Risks and Threats; · The Oil and.Naturol Oas 
Subseclor1-particuiar1y·the oil. industry. fa~a divers~risk Iand~capc due to its worldwide 
:geographic presence; the· hazardous and evolving exploration, ptod11Ctimi, and operating · 
conditions; as wellas l.be·.varfous domeslic-and:in some-cases foreign.regµlatoi:yjudsdfotiotrs 
under which ltoperatcs. Based on a survey ·ofthe l 00 largest U.S. ·ex(lloration· and j>roduction 
co~panies, .the:follMVirig we're identified.as key'risks the oiJ and mi.turn.I gas industcy faced 
~~g'20i2::- . . . 

o Nat~!. di$8sters_Wld extr~me_weather condhi9ns; 
• Rcgul~tory ll.lld'legislativ~ cbflnges,, includil}g envi.roiµµep.tal imµ health~ weU as 

increased-cpst _of compliijnce; 
o Vola.Ule.·oil ·llild_··gas prlc:es and demands; 
.. Oper.atio~al 'ru\Z&as, iQcluding l?]owouts, spills and_ personal ittjUI)'i 
o Disruptio1_1:dUe Jo poiiiical.instabilily. civil µnrest, or: terrorist aQtiv.lties; 
e Transportatipn Jrifra.slructure constrai~ts impapting ·1qe m,ovementof e_n:ergy 

resouroes; 
11 fuacJ,equate or u_rjavai_lable insurance coverage; 
* A,ging.,infrastrubµir~ and wpi'kf6TC:le; and. 
D Cybcrs~curit.y:risks, includingJ~ider.·thn;EJ.i:s. 

l .;. T.he threat. e,nvironment in Hawaitis fut!]ler iriflli'cntea ~y-seveJJtl other &~tors; 

1.2.1. OahuJs a singu1ar!y ·slre.tcgic foifation fox natlonal secmity, partic1.1Je-dy m: the lndo~ 
Asia~~cifi,rn:gfui::L USP-ACOM Headquarters, as well as all <1fits Service Component 
Rea°dqu?t'~Sj ~e housed on the.island of.Oahu. In addition, the us militru.y comprises 
·apP.toxiru.ately 1.5% of the ·Oahu efectricit,y t'onsumer base. 

1.2:2. The Hawaiian ·archipelago _is locaicil 2,400 mi. (3,90D'km.) so~west of th~ 
coirtiguous United States. It.is the .world's most remote i.slmid chahi with a: sizeable population, 
estimated at 1A2millionin2.016 (U.S. Census Bil~au - . 
:http:i/¢11:ms.1:iawaii;gov/hom;~lpopulation~estlmate/). Honolulu-is the·mostre1n9temajor city of 
pqpulation over ~00.000, the-nearest city of .equal or greater-size being s·an Francisco, :iAoo mi. 
d1stant_. · 

1.2.3. -Each of.Hawaii's major islands is s~ic~ by single·eiei;:iiic .uJiiity C!:JJl'IPBnies :and 
tra(lsmissio1i'and distiibutlort systems. Hawaii"lacks indigc1)o'QS fossil i'l:Jels, dep~ndmg_on 
-imports tifpetroleutri and gas silppl_ies formostofits ~nergy 1':!eecls. 9p~rates .on a 'just"tn•time• 
m.vento_ry manage·mcnfsystem, and.faces lengthy resupply-times'fur·its wawrl:!ome imports...; to 
i~cludc pctr9]eam. 111~ energy infrastructure does not-:pos~s-the·samelevelof 11.sifi~ncy and 
«,ldundancy av_ailable)n the iJvedajlpirig~ i.ot"erotinnected. and multiqiodal·uansportatfon sy:;teijl.S. 
p~ent in Uie contiguous U riit~d States, Additionally 1 thc·state 's oil and ga·s supply chain is a 
hub-and-spolt~~odel, with Oahu:·being the::singularentrywayfor those products througliool the 
islaniJ cliain. 

L;{ Applk:a.bility ofspecific legislated provisions for pr¢Jlaratioas anti respo~¢ provide a 
·pot~n1illl fr.µneworkt· but preclude applicability In 1he Hawaiian Ma11ds~ 



t .3.1. The Fi~g: Ari1erica'I:\ .Surface ·TransportalioD (FAST) Act(Pub. -L. No. I 14ft94J 
WllS signed' into law Detember4, 2.015: 'the Ac4 as weU as ihe.{relaie<i}FederaJ Power Act ·and 
E~rgy Pol icy Act of 2005 all contain .Irey provisions tb,it eJtclu~.fiaw~U (imd Alaska.), .Th~, 
basic issue is that ihese:1aws ~gulate electric iltilily CQmp~es.cngaged in .itjierslate .comm!;}~/· 
which by im funnewri~ excludes H~waii and Alask!l. 

l.3.:2, DOB's· role in energy sectotserimity.·ii; ~stabJished by.stafutory a;ttq>exeouti'lie. 
autl1ority. DOB. 'is the Stctor Specilfo Agency .(SSA) fort~ Energy· S~ctor :und¢r Presidential 
Policy Directive 21 (PPD,.,2.l). ·Jn 20 t 5, Chrinigb. the FASTAc.t, Congres~ designated DOE as the 
tead SSA foreybei's¢'curity fortbe en~gy .sector, 'fhc F}.Sj:' .J;\c.t.alsc;,:ga,v¥.tlle.Secretaty-of 
Energy new auUrotity, upon. decliirati'qn oh. Grid' S_t;Gudty Emergency hy the :Jiwsic,leot. to j~sue 
en1ergency ortl~ to protect onestor~ i;.i.i\i~ elect de ipfrastrµcturi;rq,r def e.qse crjtfoatelectrio 
i:nfr~!rucwre qc,Illpo~ents ofth.e bµlk.powersysiem. This mithorify llllqws DOE·to ·suppott 
·cn~rgy.sectQrprepa.,:-atlo~ for ~n4 .r~p1;mses to>cy_be;;~ ~lects:omagnefic pulse (EM:P), and 
pbysicsl attae.,1< thr~ts as weil a$ 11 geomJtgn~tkdisturbance:(GMD}. 

l ,3.3. GiW.:'1it.s ph)'si~ disassociation wttti the contiguous Unirel States and its .bulk~ 
power s;v~tem, i;:ertafn ll'levant legislation provisfo.f!S (t!Uoh· as I.hose ~glllighted alx>ve) exclude 
Qie. stale .mi111 av,ailiq,~ itself .ofbrpa~~r,.persislept suppott enjoyed b' 'the ei:mtigµous states; 

2. AUTBORl'.rlES: 

· 2.1. DOE enters intq this· MOU under the authority of section .646 of the Oeparo:11~t qf 
Enerey·Organiiation A~t{P~l:i. t. 95-~L as ante:tJdei;l;.42· U.S.C .. § 1.2Sfi). 

. 2,2, DI-iS ent:el"S 'into this agieebieniunder llitH1ufhoriLy ,of sooHons 10? m;td 20lof the. 
Homeland:Security Act{Pub .. L. 1Q7-296,,~s·amended; codified. at oU.S.c .. §§:.H2, t~l). as weU 
as DHS'Delegat~nu 1700t 

. 2;3·"' USPAcoM enters into this-MOU under the aut~orlty of DOD In!)truction·40.00.J9 
"Support Agreements'' April 25, 2013. 

,iA. ~OR en~ti· intQ:. thls MOU Urt(fcr th~.au1hority- .of.Chn'pteis ·196; I2JA,.128B, and 127A 
liawaii Revise.cl: Statlltes (Energy Resources~ Homeland:Secm1ty 1 .Cyberaecurilyt and ·.Emerge:pcy 
Ms.n~gement, respectively). ' · · · · 

3. UNDERSTANDlNGO.F TH.I:;. f AR'1'1ES: Jiiis ag~cir.ient is a Mcm0:1."atidum of 
tJnd~~ding {MOU) l;i~1wee11; 

. 3.1.11or *e Depa1-tme11l of 13nergy {DOE)·· 

:3.1.J. 1'.S the En~rgy Sector SS~:DOE. is,~e Ieaq Federa.i.13genoy.re~onsib\e fot 
b1dustry:engagemeiµs ani:l parme~hipsJo enhan~ ~e security and ~itience ofcritica1 oo:c:tgy 
lnfrastnictpre, .. deveJopinent .an:d'~ptoym.ent 9f aqyimoed etJergy tecl1nologies1 .mitigation of risks. 
r.esqlting ll'9ID pyber and other tlu'Caf.8 W1tlµn the. energy ~\rl~OnJ:ne}j,t~ and expansion-of, 
situa1ional ayvar~ss. iin?"1ct t~sting aru1:mitig1,ttion deploym:erit 

I 



3. I .2. !lirou.ftJi· its Office of Etec1ricity Deiivijty and .anergy- ReliabiiI1y) the Depm:tm.ent 
se.wes as the iead.Fei:lem1 Government agency and c9orditunes.~tb intlliatcy ou,collective efforts. 
1o modemi7.e lhe electric.grid and· enhance the security '.a1:1.d resill.ency of energy infraslrucfure. 
Thi~ ·office Iewk,the Dep-.ai1.ment•11.efforts to ensui'e e resilient;,reli.ablt; ~d-flexibl~ elf,clricity 
system .!,'ind·.w;:compliahes this mission thn:lugb'reseatoh andd~v.~loprp¢nt;~erships •. 
fae.ilitatlon~ niode.li11g:and f:!nalyilcs; exercises, and,energy preparedn~ss~ ~nd ~erge!lcy 
. ~ponsc. Within.this offic~. tire lnftast:piqut~ Secyrity .& .. ~nergy. Restoration (I.SER} Pivision· 
. leads efforts to. SCCl,itefue l]'.8. energy i.~slruCW!"e amunsl all ~ds, redu!,:e-~e ~!¢to£ 
4is,uptive evenla,.anQ ri,~d· w·and fucil.i~ reco:vecy from i;ner:gy .. disropli_onsi jl_l 
oolfatmratl~n. with Qtber u:s .. j?edt.1ritl Gove[!l3ll~t:11gef!CiQs, s~~ean9, ~ocalgove.rnm.Jmts·ani:I 
fl'!lcle. Elf;lSOOiatio~s,.and'indystr,. The Cylmrseou:pty .und Ei:nflrging Threats Researoh ~ 
beyelopme~t (CE'f..R&D) Division lcvcn,.~ 1.1tr9tJgp.aJ1.nl.'rships with the.p:tj.vate.s~tor to 
strengthen today!s·.c.yb~rsystems and:ris.k.mB.nllgern:ent.)'lapa~ilhies, E\nd devel.op~ t11-nov.ative 
.solµtlons for tQillorrow•s Jrchertl].t1y ~etlure 1:1n(f resilient systems .. 

~.l .3 .. DQ~ is re.."lponsible'{o.t: c.9Qr~ with fu.fra.mu~tµre owneis and opera~ 10 
strengtlten 1h& ~ilien.ce ofcritfoa.1 energy infrsstruot~ sorves·as the d.ay-to~aaY.Fe.der~ 
intarf!!-r;:e for the pr:iorl~tio1uin:d ·CQort'Ji~atfon Qf •o.r,.~pecific aotiv.it1es, carri\'S 01JliI)cidetit· 
mmurgement. i:esponsi~Uilieswns~stcnt wi1Ju,tatutor.y authority.ancfapprqptb,tre polioiei!, and 
provHles J~hnicnJ ossi~tance to the $ectpr '.t\) identify vulnerr{bilffies ancf Jieip mitigate .incident~. 
Dbltalso works·do~e~y with the. soot'ot tQ nwdel pottntif:il ·impacts,.eohance sitUation~ 
awareness. and coo.rdimite ~vecy t,tcUvities .. In ai!ditioo~.througfritsNall.of)al LaQoratories, 
DOE'has :developed wo·rla•elass D[!pal:>i!ities and r~SOU1'1'CS for 0.\iiil\l~liog the scope llnd impact of 
· cyber events ·on the Energy Sector, 

. 3 .. t .4. DOB and the sector parfue:rs coordmate-wjth other fed;mil Etgeocles thu.t h!lve 
ene1·gy"l'.eiated response and security responsiJ,ilit.ii::s and p,rogratns, bOE ~11 continue to 
suppott effe:ctiye.praotices and parlr}er, wh~re.pra~ti.~, wlth. th~.se agencies ,in ~lem.en~iug 
securitY. anth~iliemie·progri,un!.!. ga~ering.VJii~·OI::ISi USPACOM, anr! SQH prpyi/jes '.QOE 
the opportunity to.,~e!erate (he· depl:oy.trtent of SU.,~x_pertige towar4 th~ o.ntical ·flCQllqmicumct 
energy security needs of.die United States and to promoJe S<!ientifie and technaiogical 
_innovation. 

3 ,2. FoHht: ~Jnll1.m~nt' of.f!omeland.$ecurity {t)ijS) ·-

. :1;2. L 'l;J'u.,. D;H$ Natio,nal Progra~ and:J1mteet\on Dire~torate h:::ads.the l)f!tiona t. e.ff 01t tq 
. strength1;,n ~~ s~1rity n~d ~esi!Je~oo. o(the.1)1.tt.iQ1i1s physi~al an(l cy_ber ii:rii:ast:ruci,ute. . 

3.2.2. NI.>f>,Dts vis.ion is a safe, secure, and resilient infra:tln:u:~ture wh\!ii:-the American 
Wll)' oflife Crul 1.hr{ve. . . . 

.3.2.3t OtirNation1s weli~being ~lies upon secUie .andtesHient otiticai inftastrue,tu~ - ihe 
.assets, $)'stems, and n~tworks that l!Dderpin A:rntiricen society. The National Iiiftasttuotut-e 
·;p.catcetionPlon (NIP.P)-NIP.P 2013: P(lrtnfiringfor: Criticai lnfri;tstrul:IUl·e Security£1t2i:l 
]J.es1.lience -- auUil'ies how goven:unent and private sectot panielpants. in th; critical inftastrucufre 
wminu.nity. ?filrktog~ther tci ,m~age risk:lfand achieve security and rosilience:outcoriies; . 

[ 



3.2.4. Io support pf its pd.lll3r)' mission, 'the NPPD e.stahµshcd th:e fqllowi~g 
orgamzationat.goals in the NIPP 2013: 

a. Assess .and analyze :tn.re;its fo, vulnerabilities 9f, .alid coo.sequences to oritical 
inftasttu~l'Ul:'eto .inf ontftisk ,management Mlivities;' 

~. S.ec\lff;· i.idcal infrastructure agoibsthum.an~ phy:Si~I, and cyber.thmats 'through 
sustainable.efforts to' reduce-risk, while ·accounting for the qpsls .and benefits of 
seot1dty invei.Mentsi · · · . 

c. Eiµu~nce critical itdrastructtlre reslUerfo~ by-minimizing the .!ld ve:rs~ oo~enc~ .. of 
incideiu~ fbrqqgh ~d.vano~ planning and mitigati,,m er(Qrta, ·a;t weJb1s effectivt 
responses· t9 save Uves and enS1li;e Uur rapid _recovezy of ~sandal services; 

d.. S.hnre 11.ct~on~.bl~ nn~ rcievantmform~ticm a~ross the. critical in:fr.ast111cture. community, 
iQ ·build a'IJ'{.!lreness ,and ~1;1bl~ risk,:-infotm~ decision making; arid 

··e. Prom,Qt~.Jelq'lli~g·.and !Id11ptatjon during and after exercises and incidents. 

1:2.s. Pacinerlng with IlOE, 1JSPACQfd,.at;rd·SOH p1;0vides:DHS/NJ.>PD-an oJganizing 
c.ons,nictfor effeetiv~ly and effici.ently· exec.utmg ~{forts agains~ these .. organizationslgoals;· 

3 .;,. For·U.S . .Pacific Command (USPACOM)-

'3.:U. Dismnee and austerity pi'ovide I.he togisticians: and planne~ .at USP ACOM with 
t1nique lhniling .fuctors .that· require approachirlg challenges differ~tly; A Combataijt 
Cottuna.ildet needs to be.able to (lfCl:l(~ eff eets Iro:nnmy singl~-doµi.ajn to 1argets in. vV(!X'Y. .domain.. 
The chaUenge, theµ, i.!!-· to ~hange th~ way they thinkab9~( ~9gisUC)S b~fQ.f~. the.fighi. ·ipqreasing, 
their agility an~:f. ~nabUi"ig · th~· Co· pecom~ more responsive and flmdble as they 'fight.. 

3.3 .2;-The 2017 USPACOM 'Supp9rting Strategy for Energy Seautity dcfi1;1es ih~ 
Command's approach- to the energy el!v1ro~ment in th~ fndo-Asi~~.Paciijc an!i aims at: mitigating 
energy rela(eil risks through.four h)letloll)ci.ilg COl,lOCplS: operatiqns.l.teach,. integration. 
fo.feroper.ability~ and resiliency. These conoopts·.assist-with ii~piilg.:th~ role thatl)SPACOM:v.•ill 
.play witp Allie.s a;nd'Partneµiixl.ihe,region. Although techno1tn~Y.llnd-log:isficshave come ,rfong 
way. US~ ACOM still .fae:es,the pe.~istent ~haUenge of powering .energy-demanding :weapon . 
. ll-ysJero.s actosa·the expanse of the 1egion in ~e.niidst of a ,variety of ap~tlona!·environmoots. 
This strategy f1JcUses ~ identifying requ.i~ents that will enable War.fighter capabilities, 
· increase missi;on ~ff¢ctiv.en~, ru.1ti reduce risk. 

3.~.3'. ~nergy .secuij(y ism~~ 1hrmju~t fossil fuel~. Energy·;s.a fundamentaJ..enablei' of 
.inilitaey ®pabiliiy~<;t·Cf411 i:;pme bi a number of.funns 10 include renewable·energy,energy 
:stor~ge,, eflfoienct.es• qJ;lQ slabl~ int;rastrQctin:e,. TI1e abHity ofU~P ACOM to proj~ct tmd au~tain 
the ,power nooessar.tf~ defen~e.depcnd.$ on ·assured access 10' 1lus energy. rt :must. ~ avw1able:at 
hom~ and. ~bmad, over.. great dii,iimces; lbro.ugh adverse conditiwis; and acro.ss· alr; lllnd. and sea, 
oJ{en ~gainst·de.te~cf adversaries. · · · 

3.3.4. The-20{ 7 USPA.Cdlv,{:Support{ng·Strat(?gy for Energy Seounty, acknowledges the 
neecl to ret;Jucc et1ergy risJcs an;d ensur<; ~nergy will never· be an operational ooristraint. · 
A4ditionaJ1.Y,·Ulis S\JPporting atm:tegy .ca.pture~rhow-USPACOM.illS'pondslo poten,tial energy 
wm:up1~p~ wnlle·con'i4:iui~g to-fulfill its respontiibilitles. Ultimlite}i. USPACPM wilhl!i~ fhis 

l 
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snpporiing:sttategy·to tt1SJ1sge operational.energy and.bolster energy security resulting in e ·more 
capable wadighting force. · 

3;3 .s. Hnwaifi~a. straW.$i.c.U • .$. Ms~t.for·the.fulfilbnent of thf> USPACOM.missiC>n. The 
signuiooncc llfQ.S. presence in theindo.;Asia~Paaific beginswith.the-f,{s.waii.home of.not just. 
f9rces. put ~e-l{eadquatte1'S· of (he US P~i;ific Commandr as ·Wall .as those ofaU ofits Service 
Com._eo:tients. Beyond ifs otner missfon setsi th.e.Cormninld is resporuiible(or Defense Support 10 
·Civil Authorities, whith is.fulfilled !Xlncurrent .with all of:its 'Other responsibilities. TI1e · · 
environmental oo:nsfraints·that tn~State oflhwaiioperatcsunder are equally USPACOM*s and 
·tho b:hpci.'ati\'e to identify .risks and anact mitigation will only be effeatlve when licte~ Ort in 
uu:1*y~ · ·· 

J .. 3.(i;.ln·th~·2017 USPACOM Suppi,rting Strategy for-Energy Securily the'Command 
provide$:for pvcrsigbf. and.planning_ thrcmgb the.JotntEnergy Secmity Working ~P 
(JESWG). ohah'ed.on behiilfof thiChkf pf Staff through the Logistics, Engineering, and 
Sectirlfy Cooperatfun·Ditellf.Qreff; (J4). The JBSWG iticorporates energy security:l.uto plans, 
policy, 'nrid operations;lo identify energy r.isks·and mitigations; to support current bperatioris. 
.. vith ej:1ei'.in'. security improvements;: and 1o.es1ablish, improve, ahd.-.updale.energy. security 
1-epoltblg _requb'eltlents, 

· 3 .4. ·For the State. of .Hawaii -

324:1. As nO'leQ abo.ve, .~waii'& critical infrastmdtutt\ inell!iJing energy~ ~as -m~ItJpfo 
wet l .knoWP .vu}uerabilities:.to. bQth natu'81 an4 human risks. TAAse .c,iireet.fhr:ea~ ~n,d risks '\o 
lnfraSQ'Ucture· systems ra:l'lg~ froµl'the wgll-detined~ discrete ri~s assooiated with routine ~.d 
predtctable.disfoptiQ!ls,. to higli,impac:t, low frequ.ency risk~ !IJ.Jah as catasli'opbic:~vents. In 
addition. -however, tlie State recognizes tnat its.energy assuranci,·is increasingly dependent on 

.supporti11g and interdependentinfuistruciureS:Su~ as transportation. communicadoil, .im.d water 
and fuel slim,ly th~! support,t.:nergy:and national.security. These interdependent ccitinal 
lnfraslmctine~ystcms.t.iin also bc'.chaJfonged by ·complex. and foss· well known risks nssoclared. 
witJ1 :multiple, interactin& threata, 'and/or i'ndirecl' :effects. 

·3.4;2, State policymak~l:'S' andleademh:1p:are 'coneemed ·about tlie. ~mpapt th.es~ di!lt"U.Pifom; 
could.tmve on the econo.1ny1 'pliblhthealUt end safecy, m.1dthe.envh'~mtnent.. Mo.i;eJhan 80 
pe1-cent of the energy infmstructUfe i~ oWned aod manag~d by thf!l private sei::lor. sp identifying· 
icrhicnl risk·a.ssesmnent and' mitigation ·ap11roach~ a.nd protecting·the energy ·system:· wm requfre 
a coordi1111~ effort uetween.:red~ral~ _sta1e-and local officials. as w~Ii as private entities. 

'3-.4.3. Coordfuated. planning l.ll14er'th~ .Hawaii =sta~PlanriingAct (Cliapter.226, Hawaii 
.Revised Statutell} fo.i; Ole:State•s :ratilitysystems is. dfrecled:towards acbievement o(th!,! objecctve 
ofwater. tra~o.ttarion, waste-disposal. and energy:anc! tel!l!~op:irnunicatiQn.syst~:fuatsuppQq 
statewide sociaJ ... economic, and physical objecti,tes, H.awaU state policies .. also'p1ay-a c:riti.cal 
rol~ in emrrgy se<:Ul'lty 'by,establishmg obj ective:flo ensure that energy infrastructure is resilient 
and officials can quickly respond.to slicrtsg~.disruptions,and emergencies; 

3A.4. Tlie.·State o.1'.li'1waii'f;l DOP and DBEDT ~ il\e. lead Staie age~ies·resp01,1si~le.for 
ensuring: coordlllatlon ·and· cQO:peration among .all. oi:gani~tfons for bome!and secl,uity ana 



e!i'tf\blishing and ~oordipating programs. to J)reserve and protec1 the Stafe's.ertergy sec;urity, 
respectively, 

3.4.S. DnEprs Hawaii Stat~ 8,1).ergy Office (HSEO)urider.Chaptcr 196, HRS, serv~ as 
.consultant to··th.e Qovernor, pµblic igen;iea, .!).nd pdvat¢ industry on cnergy-:refatefµiattt:rs and is 
t~~ tQ. dev~lop and:mifotiµn a.com.p.rehensive and systemaue,uantltel.iYir':?d,quaUtat{v~ 
oapacity tQ anBJ)'ZC· the ~tatus of en.argy resources., systems, and ~e~. botlJ ·1n~statt'; and ijio,e 
fu w.liich ~waii is rlirecUy lii:4~ particlllarly in reiati9n ·to ~·Siate.'s ecQnomy 1 ·and to 
~oi:nmend, dev:elop proposals fat, arid assess.th~.effectivcness bf:P9licy andregulatory 
.d~oi~ons, and· conduct energy emergency piartiµilg. 

·3,4,6. The· r·JSEQ,a~ theptimary:.and cil~rdinating ~nc;y responsible fu:r executing ilia 
state~Jevel Emergency .Support. Function U2 En~rgy (ESFlll2) m~sjon ·is ·41sked with maintniaing 
situational awareness antf reporting on a~ss1mlntS: and ~stol'.D,tion of ¢nergy·systeins :and 
resources. This missii;,n.ls:.in alJ.gmnent,v.ith na~pru\hmd.sWestrateg!c.and critical infrastrocturo 
planning fmm'ewor~·anp pll3QS, .In ~s capaµily, th13 HSEO is responsible fur ctio:rdi.ri~gwith 

. fede~. sµite, mid.oourit)i:·goverwnents, and prh.·~e s~to,:·cotnpan.ieswitll disruptfon.prepaiation, 
r~nse, ~d: 1ni~gati.~1tin. sripp~ oftlle Qqveipor~ · 

3.4.7. Engagjng:with energy and inten:iependeni lifeline.partners-, DB.EDT seeks to 
,identify 8,iid ~ss vuµierabilities .in 1hcstate•s et1ergy sys1cmi tltld supply.· tbnins tha~ have ·Ute 
f)Otei).tlal fo;ji~~ly iin~ct the·cmergy S~C10J'. naEDT collects ·wtergy data I. lllllllY?,CS . 
:infQrtnatipn;.and. cpnducts projee(S relnted lo .ffawaihmergy .fuftastrsicture ssiiets :~d sys.rems tQ 
in9I119e risk an11lyses. ~pply «tsruptioll impaotli and shorta};e:response meastires .. The 
qep!:!rl.ru~nt a1si;, s~v.es to elibanoe:situmfonal awareness oftJie state~s .energyJpfmsfrupf,ur~ by 
deyelQping the ~foucaJ eapabiliti~'i'equired .to tnonitor.·and respond ti;> pOU'!{ttial disbltbances Ul 
real-tin;te, 

3A •. 8; JJBEDT shares·a mutual -vls,lotl for research.c0Uabora1icit to promote energy· 
securi1.y. energy resi,fcncy,:@d ei;ie.rgy a~i.1.irauce; DBEDT has det~rrriined th~t itis i.n its interest 
tQ devefop ~ wqrIQng;r~s.lionshtp wlih-USPACOM:" 00.E, DH:~. a.pd DO}) f9 establisb a 
ftru:new~k for cUsc1,1SSion, informa,ti(ln sharin& 8lld coopei:.atjo.n .on .tl.ie projept objecllives. fo 
addi.tir;m, D.BEPT hf!S··~et~miined .thafilie seope 9fthis project.ls very relev~n\ to:the roles and 
.respo~ibiliues oftbe ;Energy Resources .Coordinator •. DB~DT. .h.~. ~!so det1::nnfaed· 1hat the 
analy~is, rcsul1s, and o:iltcomelrofthc :project.epuld a,,sist ogfIDT'in fulfi~g i(s s(!!tuiory duiies 
~d responsibilities wide1'.Chapters 486.T, . .125C, ·12t {!lld 2Ql, ~waii Revjsed.'Statutes. (HRS}. 

3.4,9. The Hawaii. P..morgcticy Mnnagemeut Ag~ncy (H1-£MA.) is a division·undet the· 
HawaH P~p~eru:of Detense.i.hat wwi est~blished by Chapter l27A::"3(a}. :J,RS·. This.agency 
was previously knctwn as State· Civil D9ferise. Tti.e agency is e}¥!rgedwif,b rnaia.tainin1fa 
comprehensive, coordinated, and coo~jzye em.i:rgency managa~eJ!t erogram to prepare fur; 
t~ponrlto, miti&~te,·snn·reoove(:f.roh1 ~ergencies and qi.sas.tcrstha.t lbrea.ten or impact tbe:State. 
of Hawaii.. ·F..:nergy ~asurance and th~ :protecu01.pu1d 1·esilic.nce of.energidnfiaSll'Uctute ·are · 
crltlcal comron~~s ofli(-EM.Afa.mi'~siA.l!i Bl-EMA lJtili,:es, the weraencysupport fuµction 
{ESP) syst~n 10 organize its ~.mergen.cy m.a11ageme11t.program. The primary aria· coordinating 
slate ageµcy respol!BibJe forimp!emeuting ESF 12 -Energy is HSEO, as·ri.oled. ip. paragraph . 
3A.6. Jj1s,thro\lgh ESF-'12 fhail{t-EMA coordin&teirwitli'the publii::Jprivate energy ~ntities (or 

J 
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·~nei:gy.assurance.and resilience. 'tn-EMAalE;o pal:ticipates rn·thc µSP,A~OM'."suppo.rted 
· Defeiisc·SupporBo -Ci:vil A¥tborµies (DSCA)Executive S.teering::Jlo~d:(gsB) tltat eoora~natcs 
civilian am! military tram.ing1 exerciS(l:S,:and $UppO'rt.during twtu~l emergency and disaster 
·evenl.B. · 

l.4.,10. Pm111.e;ing y.,ithJ)OB, DH$, ai1dUSPA,cq.t..1 pr?vide~ th~.SQJI Q:te opportunity to· 
· advanc!:; its .c}os~ wom: witli govmuµeµ.t agem::k:s am\. private s~tor QOmpanies Qti energy· 
assumnce arid critical energy fufrasuucture p~c'tlon pl~Ill}ing ~sues; lo coUapora~-on 
dcveiop.ment of tQols to foibtm and. educat~ officials tu' support ~gy-emergency respoi;tSe 
aotiv.iGes; and. to enhance its ai::tivitie.<\ throllgb various forlJ.!!IB, ~ining.even'ts, planning 
.initia6ves1 mid disll!lter-cxe.rclses fol' energy,.~ergency management, and homeland Sll9uri1Y 
· ofµoials·to ex.change w1il sbare b:iformation. · 

4. FU:RP0SE: The}lll@ose of f~isMemomndum of1Un4e1sl~ndiug (MOP') isJo identify-a 
frm:nework for oooperalionaod .. parln'eysbip:betweeo>the 17arti~ ·tq sf~1gthgi ooordinalion of 
eifons- to enhance national and.state'securliy. This MOU cov~rs1 but is nQt limited to, eloetripfty; 
oil.and na:tu,.'al gas infrastructure security .to ]ti.elude vulnetabili,Ly·analysi!, a11,d asmstanoo with 
devel~pi)1g risk.ri1itigatlon sttategies. Spe(l:Hic ·activities royored. under t.h,ls MOU Jnolude, b.u.t 
are :i~t limited to:: 

4.J. :$.A.SBLI!\~, tompiftUion, J1ggregaijon, and.cstqpljsh~g·an operaUonal.f.md ~gic 
appreciation of avwiable risk and mitigation bo,Jy ofllWl)yii~ ~ode; 'idenu:ricati1JJ1 qf gaps 
·aitd/or (;rvetlaps in-.tlie known .bodyofanalytj(lal work, ,¥Id co;istru~Ung and eKecuJing a.h,oli~1ic, 
riollecHve.approach to cfo·&! gaps .in.analysis .with-CQmplementary analytic:lal and piut~erlng 
effort!,. Tliis·. would lnclude information on futu~ plansforcll~gesto the·p~.nt _syst~m(s)c1.nd 
mfoimat.fon on ·the re5iabilil'ji'and resiliency 'of energy system r¢quirementi · 

4.2.. CONSOR-;f{UM', .De;..,o1opipg a ~onsorliult! .approach to stak.eholderen!5'lgem.en~ 
community outreach, and resilje1:1¢Y en:gagetnent to_proll)ote unily·ofeffort.andnetworked 
· resiJicm:r:. Toe·oonsorilum appJoooh,will foster ~ovative .pa~rships tp address .~liallel'.l~ by 
·enablfugian Energy Resilience Hub1 through knowiedgt, de.velopment, knowl~ge.sbatjng,. and. 
tt'aining and·edU0~1io11. The consottiunf~vilf.prQmote a cooperative energy. resilim;ice- fmm.i;work 
-among stakeholders ~d iimovaliv.c learning and lead,erdevelQpm~nt, buil~ing:resilient and 
.a,~ptive.le11d.ers and oi:gani:zol\tions. . 

4.3 •. COMMUNICATION. Est;;ibiishing ~~uring, suppoiliv~. :aollaborQtive.infonnatiori 
s!mrj.ng rrteclianisms~. consistent witb'tbe ·applicable infonnatlori sbariiig and protCQtion· laws, 
.pplicies and p~cedut-es. These mechanisms wm faoiliUlte data sharing M'tJ collabm:afive 
~(ysis While' Safegnardfng'tbe data pools necessacy·to SUp,PQi't risk fiSS'essm:ent M~· m1t1galio:n 
!3PPT'9ach~. TJ:iese mechani~$ may also jiicludo provisions for sharing Critical EleQttic$nerg}' 
Infr~_e~lnforme,t.lon, P.ursuantto !8 e:F;R, §§ 388;112 and 383.ll3 

4.4·, OUTCOMES. 

4;4. 1'. 1dentify cQJ;nprel!ensive, · intpgrateti 9ritical ri~k.asseti(:lmcnt an4 mitigation . 
. appro1;1bhes. · 
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4A·~i: Leyerag~ ParJ.les'" !lurrent authod1i~ and effortsuntlerwny to address tntitual 
pri~rities .. 

4.4.3. Instilutionaji~ a fi:atpcwoik ~stabU,slli!d through: this MOU fox:pei'sistent future 
C91l<!-Jlt)rations. . 

4,4.4. Est1,1bl{sh integrated ·phun1ing, training and. llKerclse·ev.e.rm, to.feed ..e continuous 
imp_rov~eol proc~s. 

5. lMPLBMENTATfON: 

S. 1. EXECUTIVB.C01i.®.1ITJ'.BB: The Perties of ihis MQU int~nd (o develop and con duel 
cooperative attiv,u~ teiatJ.ng lo identifi~d· !ugh J.iriqr,ity ,strategic ·a.mi ·operiitiott'al energy needs • 
. where·such.coopcrai:fon eont,rlliutes to tl1e0cfficicney, prwJtJCt~vity, ,aµd ·overall suc<:ess of the. 
activity. ·The :(>flrties in4lnd for Uie,activitles ~x.~ut~ .under the MOU to be established by a 
senior-l~vel Ex~udv:e Committefl. This·.Bxooutive Gotn1\1ittee ,vill be co~chaited by di.isi:gaees· 
of each. of th~ P<1rtie~' ~eniorrepoos~tatives identified-

0

in die Genel'al Pro.visions section herein. 
TheP-'?Cecu~iVy (;ommjttee \vill be·i:espo~blefor the·.oJjerations and :gove~~ant:e 0:f:th~s MOU. 

S.l. L Othef members fro~u:my of the Agen~ -th~t:ipay ~ involved in the issues .or 
f tu1ctions of this .MOUmay-.b.e 1:1dd~d. U pµn ep.1tc(_ment·o.fth.is .MOU, the Ex:miufrve·Committee 
. will appoinf !1. team tp deyeiop~ wiihin 90. d!).yS', a ¢hart er and operating. Sltticturi; membership~ 
products;. aitd µcieision proces!j;s. 

5.1.2 .. · The charter wiU identify the n.~l!Sary aetivities,corttemplated by thilrMOU, will 
·estst>lisb requiroo w01;king groups or oUicr or_ganfZJ!,tional bodies-to ·suppott-thqse ae:tivities, ·will 
~hHsb an.appro_Rrl'aii:: reguiar n.teeting 8$,~dule_,.a:nd will establish the admitti!;ttative p1•otoc0Is 
!}flbe ~ommittee. Atl,Y wot~in~rnr.oups esfab!isbed by ·the.chaoerw.iU be itico~pli~t1ce wit]:l all. 
appfi.eal:il!; Jaws, reg\:!latlons. and-poiicie~. including the Federal.Advisory Con;u.nitt.ee Act 
{FACA). . 

5.l .3:The Co .. Cha,iµ-..vill b~ resppn$ible for any. repoiting to· the:approprlate ;\gency 
leadei:shi_p·and will oJitl{ne· nootm1plls1unents; issues, 'o::directw.ns, and change ·asi.essi;nents. The 
~orting ,wiil be. coot4irlated by .the C.O:.(:!p{l~ 'as appropriate.. The Co;.;Chairs;wm be 
responsibJ~ lQt.aflY report$ Of t,rf.',sentatjons that are-requested by other otg~faaifons, SUt/j~Ct. to 
th_e ni,ce~acy review ofe.a9li Party. · · 

5:2. V.W·ERA.GIN(i 0.PPORTUNJTIE.S.z Below 1s a. brief sample:cif exisl[n,g mechanisms 
that.in whole or· in pa:rt may hq1d poten~(al to le:vetage.towa:tds' the acOviti~ above~listed t.Atder 
MOUJl'urpose. . . 

:s.:u. DOE: In.Jun.e'201<t..._ the QOE·an1fD0D ~Dt¢redirtlo a::Memorartdwn of 
UndersQW"hui. Concerning Cooperafio!iin a- Stratc_gic Panne,rsbip:to Enhance-~crgy $¢~it)'. 
The MOU cpyers. but is nqt Jifnin:d to. efforts in the areas of emitEY efficiency; renewable , 
ene-rgy. ~ter eftlci~ncy,·fossit.iu~ls,-al.ternative fuels, efficient transporla.Upq t1:Cl.mologies 1;m_d 
fu*ling infr.ajmct11re, grid se~ty, smart t;rid,. storage, waste.:10...ei:lergy, basic sqien~ r~carch, 

J 
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n:iobile/depfoyabi!! power, smlI: modular ni.lcl!UU' energy. and· :ref ated areas. While framed 
ar-0und the·deveiopment a:nci .deployment of advanced energy technokigies,.·Hs provisious co4ld 
well.t,pply to.'effQnS ooYerca by this guadtilateml Critical Euergy lnfra.sf(uctut~ 

. Interdependencies MOU aitnca at cultivating a11 e1;:Qsysteµ'i of ~silience: _a netv,rork cif prodilceri;, 
rusltibutors. tegulators. vendors, aiid pubJfo.partners~ actJng together to.{Sf.Tcngtben our p~ilfty to 
'.f>_repat~~.respohd, W"!d it;cover'.· · · · 

s,i2. DHS, DHS/NPPD wilhls!;l hs best efforts to· provide :historical co.nte:id for and 
current activities ofNPPD ~ it i'e!afos to .the ener~y sector in Hawaii; ~are ~ssellsm¢rit reports 
and data, as appropd!lte ani:1 shuri:ab[e-undedtifoiinattim sharing aufhoritie.s; p.ro)..ide 
undei'st!lildirig of req·uii'eni6nts processes· foi· a~yl.i,:i_ai, ll'llli~ng; ~xer~ B other pr.ogrEUn 
il\lpport capabili1,ies from NPPD~ prg:Vlde:sc:c.ess Lo.in~ructure·protecJidil and res11fonce 
te9bnology tools as appf9priate and allow.abJe; sh.are JOO.al' and.r~ional par~~ips and where . 
. appropnate. liaisoil to tho~ partnersh~pi3 fat lh~.PUTJJPSt;S .of information sharing related to tJte. 
outcom.~ of1hµiMOU 1s work plan. 

s.2.3. USPACOM~ 

·•· USPACOMJaunohed the "Unified Cause~ Enhanc.h)g ().)11te,.cr.ual.A.Wareness 
(BCA) for Cyber ThreatJnteillgenoe and Energy Re;ilience" effort~ ,.;uj:,portthc ooti(inuou:i 
pursuit.for improvhl1rcapabilitius to prediot,idenufy. prevent; !llld ~l~Qllitely ~spondJo threits 
:and ·yu!)'lerapHf des (natural and/or lll8ri•made} to eneq;y.infrast~cture S)'S1em$ t,Qt'QUgh tho a of 
big Qata:analytios. "The objective-of tbis:ptojeeris to .. demohstrate .a coinprchensive.proto,)'l)e 
solution :that irtllizes coµtinuoi}s s~in_1jbig data bi electrleill grid: op<irati9ns.1m~ llQ c.mei:gent 
type, o( .sys1~ic ·cyt,er Uq'.eafawarehess for ~e.rfgtJd systeins-,bo~·concep1s being ~itical to 
buildjm! l~silie:nce .acf9.SS ~e erit4'ety of lb(; en~gy ~1:1:uclm:e system. 'The .epgag~me,nt 
fhunewQrk.cw.~f'!lkfbe.ing developed under Unified Caus.e is.aimed, at promo):.ing fµture· 
~takehoid~r collaboradon an4 techti,ology/infor.r.nation shariµg f.() bullq eritical/stra,tegic 
infrastrueture resiii~..: a!!d· shows.early promise for being l!!l· o_pere,tio~-el~ment offue 
overnrching Ctitical Eoorg;i :Infrastructure Tntcrpep?O~.Qm:iies MOU acti.vtties. 

1:1 USP"A!.:!OM •. in.partnershJp wmi R~urgo, Lt,C.(a.Jlou9lult1~basedDepartJne.Qtof 
Defense:.(I;)OD) co~ctor-fa,mlli~ with .the Co,tl'.ll1}a,n<;i's Caulptdgµ of Cyber Experfmentatiori),. 
tne:Hawaiian El~tric Company. $~;.I. the Navill Facll.itJ.es Engineering Command.(NAVFAC) 
(transiiion partner. and co-f!mder), lnull;,h~d Critical. Eµergy Infrastrilctura Defctist~In .. Deplh. 
under:the.DQD Eo,iir~runental Security Technology ·certificaEion·l'rogi·aui (ES,TCf). The hU'ent 
of the effort ·isto successfully tlemonslrate an fntrusion Tolerant Cyber-Secure Defense-In-Depth 
of an electrical power;plant against attacks repi'e!lentalive · of Tier V/Natio:o-State actors. lt is · 
aimed al cx:rubitmg tcrthe DOD and commetcral ener~'})J'OVJders a·capilbilityfo mitigf:ite and 
.rer;ovct quickly from onlhw· and insider cyber actMties.d ixected ag,inst Supervjsory · Control and 
Data Acqu1sition (SCADA.J infnistruci.ure. The intnJsion tolerantfocus of the demon:iitation will 
·sbow how neW;'. te~~ofogi$. e~loyed fa a defense-in-d~pth .configtid&1Jon, 6ntlble a utility. grid 
SCADAsy.stem to-"J:ig\it through~· an attack Vi'i1hout di.srqption of services. The effo~ liolqs 
potential,Jn·rhe cyper·~eou:dty lisk.arenii,:to provide·e miQg~ion approach"to n partici!.11:(fly 
conccrnihg threa(.,.based risk.· . 
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s.2.4.:SOH: 

q In June.2016s lhe State of Hawaihntl tlie Department, o(lhe N~y (Ass~s~t 
Secretary nf the-Navy, Enc;:rgy, fostaJla.tions, an~ ·~vironm~nt) e11tei:edi.Qto a Memorar).dum of 
'(Jndarstand.~g agreem.g to Weil'}= on encrgy-ref !ited JSSU,CS ?f mutuaj beneJit lQ COQI~1~ goals 
.i!od to build·1~.rtnersij{ps wh~Mver po~sib!e bnsed on .. tbett lJ}J;nilar goals seia:tiug'f~rtlie:redtiction 
of gi:ee~ouse gases, fossil file I use-r~uction, .energy ~fficieifQ)', water oonsutn_ptioQ~ use of: 
renew~bl e- energy, ru,.d alternntive fueJerJ vdlicles usage. Initial working groups established 
):!nder ibis'MOU, luc]ude A1terriative.F11els·Ground.Tmnsportatirin1 ·Renewable Ehetgy. and ihe 
mp.sl.cfn~dY· re!11tabl~ - Resi!iente!ReHabUily. The last is foeused on.the integr~onJ1f 
.rel'lewables into the gtid and increasing grid resiliencJ to inclµde testing_ and v!Uidation of 
technology.. · 

• The Departmelit·of the''Navy/.Naval.Facilitics Engineering Coinmahd (NAVFAC) 
is working on. an .hlfr~ucture Modernization atJt Renewable .Integi:ation:Projec.:t witkth~ 
Unf ,•etsity offlawaii.- Hawaii Na~al Encl].)' lt)s1itute and the Applied Resei,rcµ Laboratory at 
the Universjty of Hawaii (Aill.)~ Project objectives incluqe 4ecreasing.cn~y CQsts, stabiiizing 
future energy oosts.; reducfog t;nergy dem)llld from 110J1-:ren~wal.:i~e .renollt'.Ce~ and me~tmg · 
. Cortgr~fonal ~.nd Department of.i)efi;nse requitement s. ·coupJed with meeUngJong,-:temi ·g~als 
·for ~rteyvaule. ~nergy ~. set.by, die Departincnt 9fthe Navi: Mostgetma:ne for this MOU, lhe 
·~ffort includes e.s.tablis~i;1t:o.fan infurml\UQ!l baselirufQf: amongst otbet'infor.matfon,.,t]ie 
el~trical ~ftas1ruc.tur~ !!,nd opem(lon.s ()fllic lo.c.i:Jl d.i.stributiongrld. · 

6. PBR.SONNELz :EacJf Party is i~ponsible rornij coots of its personnel, ~ncluding pay .art,d 
:benefits, support! and t'(avcl. :Each;P'!lfly is .rc.,;po~ble ·tqr ~upervision and· :management of its 
.personnel .. 

1~ GENERAL .PROV1Sl0NS: W9tl<: liilderthis.MOU wlll becaU~tively,pJ~ed~d 
moni{ored ·by U1e 'Parti~. this MOU fs strictly for i~temttl mane.g~mcnt,purposes for each of'.tb:e 
P~e.s, .n fa not legaUy enfor(l(lablenmd sbiill ·not ·be constful:;d to create any. legal obligation on 
the part Qfm,y Party. Thi~ MOU:shaU.nQt he ®nsirued to pto1'ide.if. pdvafe right.or oa11se of 
i+ciion for or htnny pe.~son oz: enlity. · ·· · 

7, l. PbTNTS OF CONTACT: The.followh1g poin~ of contacl wiU be U:,i~ ·hy tlje Parttes.10 
cQmmuni~atein the implen1ent.it{on of'thisMOU. Each Party may·ch~ge if:!rpoim ofcontact 
upon ~sonable n9tice to the .other Par.ties; · · 

7.l J .. For tlle Dep~entof .Energy • Represente<J by the,.Ql).dersecret1;1.ry; S.clcnce und 
·Energy tm·ougl.i the Offi~. o!:Electrfoity .D.eiivecy Etqd J;iwrgy ReliapiUty . 

. 7 :t.2-. Par the Department ~f Homel!lhi:l Security~ R~pres~nte.a by tne·N~ona.l 
Pro1.ecr.ion and Progl'ams Dlrectofate,tl;irougti the.Under fie.qrcttuy 

. 7 .Et For US Pacific Command ~ Represented by the Chief of Staflthroµgh t)le 
Logistics. Engineering, and Soourlty·Oooperaµon Obeoforat~·(J4) 

.. 

'· 

I 



7. l .4. For the State -0f.HawaU ..:.. Rcpresente!d ·by the Oovettior lhr~ugh tbe Dep.a('ti:nent of 
Busiriess/&onomic Dev:efopment, and Towism (DBEOT:)J and':t.he Hawaii'State.Department of 
Defense: 

7.'2,. C~P:ONDBNCE: All coi:r,spona(?nOO,t() b~~en1 ,md nodoos lo bcJtiven·purS.Ulll!t 
to this.MOU will be ackl~edas follows: 

7.2,.l. For the Q~pattmentof.Energy­

Patrioia A, Hoforuul 
· Assistant Se,qr~tnzy fo.r Bieotrfoity'Delivcxy and Energy Rcl,iabllity. 
Officeqflnftaslrilctur~ Security :i!nd f,:nergy Reli¢lilhy ·· 
6.S~ Deplil'iQl~~ of Energy . 
W~llington, DC ~585· 
Patricia,Ro~an@cfoe.gov 

7 ,2.2. Fo~ the Oep~eotof Homeland S~¥unt:r:­
Christy Riccardi 
Regional Direct~ IX 
Office ·of Infrastructure Ptouiclion 

:National: Protection and 'Programs Directorate 
·_DepQrtm,ptl-Qf;Homelmid Sacmity 
3,(510:en~o:Park, CA 
c~stme.Ricca.rdi@hq.d~.gov 

1.2:3·. F.orlJS Pacific Co:nunand·~ 

-Brigadier Rory Cojiinger-Sym.es . 
Lcigistios. Installa:tlons. and·Swur'Jty C(lOper~tion. I>irectprate 
Chnirman, Joint Bnergy·Security Wor~g ~up 
U;S. Pacific Corntnand 
Camp H.M~ Smith, HI 96861 
copinger.;symes~uk~pacom.mil 

7.2A. Fottbe. State of Hawaii:..;; 

Director, Department of Rusincs$, Econo!llic: bevelopmenl a1,1d Toµrlsi:n 
P.O. Box 2359: 
Honolub~, Hawaii 96804 
No. l Capitql P.is[tict B.uilding 
250 s, Hotei Street 
Hano1uhi~ Hamiif96813 
Luis.P.Salaveria@havvaii.gov 

Th~ AdJQtanfOene.I13f 

I. 



MG J;.oga,11. Diret,;tor·of Bmergency Management Agency and· Governor~s Homelan~ 
Sec;urit;y :Advisor 
State of Hawaii Departri:ierit of Defense 
39.49 Diamond Head Road· 
·Honolulu~ RI 96S16· 
Arthtir.J£otan.mil@mml.mil · 

7.3 .. FtJNDS.A:NOMANPOWER; This MOUneitlrer'documen.ts nor_provid~ fortlie 
exchange 0:f fund;; or imnpower between the PBrlie:$ nl)r ,focs}l. mak~ aJ:1.Y .~puunitment of f1,1n~s 
ot 1-esoltl'ces •. EachPf,\rty in(ends tp,cootdiJ\ate its indivi4uaH'unding{Uld resoµree:des::isions to 
maximi~· the be!lefif!l. of coop~ration u.nder '$is MOU. An:y lt1lflsf~r of fundsor·sharmg Qf 
reso.urces l,~iweep ti1e ·Parties;will be-pursll8!li to a ~parato or pre.existin~.agmem~ilt .. 

1.4. MODIFICATION OP MOU: This MOU.may only be modified by lh~·w.ritten 
,Bg(eemeilt ofthe:Parties1 duly sign~d ~Y tlJ~11mthotiu;d representati~s. Tl~is·rit10V will be 
.reviewed annually on or ~ou~d,tbc ~ni:v.ersary .of Hs effectjve.date1 and tfierlniaUy in its 
entfrety, , · 

7.5 .. DISPUTES:· t,ny disputes relating to 1his MOU wjl\. subj(let to ap.y applicabie law. 
l;kecudye ord~r.dir,ective, or instruedon, be resolvecfby, consultatioµ between the P1irties or in 
1l(loordance-wilh piJ):)i cfooo~ 19._ , 

7.6 .. TERMlNATJON OF UNDERSTANDING: Th~ MOU wUl terminate up;;m ,rmimat 
ag~ment.ofthe ParUes0tl~at ~e .. outcorµe.s 0111liAed in section 4-hitve been achieved, o'r by aoy 
J>ariy providing ni)iety days wiilte9 ootlceJo· the others. Th~ MOU m~~ be extended' by wdtteit 
asree,t:n~J1t of. al) J)!lrt:iCS'. , . 

1,7. TRANSFERABlLITY: ThfaMOU is not h:an.sferabl.e except with tho writte,n t:0nsent of 
tl.te Pam.es. 

7.8. ENTJRE UNDERSTANDING: It is D.Kpresjy.imderatooq. anti agreed that. this MOU 
einbooies the eniire lmder:rtfuldin,1rbetwer:n lhe Pl;U'ties re&arding·the. MOU1s·supJ~t;matter. 

7..9, EFFECTJVB DA m~· This-MOU talces effocl b~ginningtin the day after th~ I~$t Party 
.signs. 



FOR THE PEPARTM.EN'f OF 
.ENERGY-

/B£a.. -. (JI~ ~Ne.. 
Pam • A ffoffin · < . . eta. • an 
:Principal"Depuly Assistant SC(:i'et.ary at1d 
Acting. A;ssistani Sec.ret81')' · 
Ofili:e of.Electricity Delivery &.Energy 
Reliability · 

10/t)./_l '1 
Date 1 /~ · 

~w.~-~D-
K,evin tt · s~;.ne1der 
Jt4ajo(- Oener~ 
ChiefofS~ff 

if. FU t61S 
Date 

Director 
DepartmenfofBusiness, Economic 
Development. an.d Tourism 

NOV 1 4 2017 
Date 

FOR THEDBPARTMENTOF 
libMELAND.SECURJTY -

' ----. 
ChristbphetKrebs, . 
Striior Official Perfo,rming the 

Duties.of Uhd~r Secretary 
National P.totec0on and Pro~s: Dtre,ciou:,ite 

,. t{)/zi-117 __ 
~'~ 

~-
Arti11.u: J, l.Qgan 
Major General 
Diremor-ofEmergency.MW!-,gement Agenily·and 
QQvernor~s Ho~iand Security Advisor 

__ Nov 23, 2017 
Date. 
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